
This is educational material designed to assist in Risk Management through compliance with applicable federal laws, rules and regulations.  This 
is neither an effort to practice law nor a legal service.  Stowe Associates does not engage in the practice of law, accounting or tax consulting.  
Stowe Associates encourages everyone to consult with their own attorney, certified public accountant and tax professional on any issues 
involving specific facts, persons, circumstances or situations. 

 
 

EExxppeerriieennccee  aanndd  EExxppeerrttiissee  iinn  EEmmppllooyyeeee  BBeenneeffiitt  SSoolluuttiioonnss  
 

 
 
 

  

TToo  iinnqquuiirree  aabboouutt  oouurr  ccoommpplliimmeennttaarryy  rriisskk  mmaannaaggeemmeenntt  ttrraaiinniinngg  sseerrvviicceess  ccoonnttaacctt::    
JJoosshh  DDuunnnn  aatt  11--880000--553333--77889966  eexxtt..  55220022  oorr  jjdduunnnn@@ssttoowweeaassssoocciiaatteess..ccoomm  

  

OCTOBER 2008 
  

NNeeww  ‘‘RReedd  FFllaagg’’  RReeqquuiirreemmeennttss  ffoorr  FFiinnaanncciiaall  IInnssttiittuuttiioonnss  aanndd  
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Identity thieves use people’s personally identifying information to open new accounts and misuse existing 
accounts, creating havoc for consumers and businesses. Financial institutions and creditors soon will be required 
to implement a program to detect, prevent, and mitigate instances of identity theft. 

The Federal Trade Commission (FTC), the federal bank regulatory agencies, and the National Credit Union 
Administration (NCUA) have issued regulations (the Red Flags Rules) requiring financial institutions and creditors 
to develop and implement written identity theft prevention programs, as part of the Fair and Accurate Credit 
Transactions (FACT) Act of 2003. The programs must be in place by November 1, 2008, and must provide for 
the identification, detection, and response to patterns, practices, or specific activities – known as “red flags” – 
that could indicate identity theft. 

WWhhoo  mmuusstt  ccoommppllyy  wwiitthh  tthhee  RReedd  FFllaaggss  RRuulleess??  

The Red Flags Rules apply to “financial institutions” and “creditors” with “covered accounts.”  

Under the Rules, a financial institution is defined as a state or national bank, a state or federal savings and 
loan association, a mutual savings bank, a state or federal credit union, or any other entity that holds a 
“transaction account” belonging to a consumer. Most of these institutions are regulated by the Federal bank 
regulatory agencies and the NCUA. Financial institutions under the FTC’s jurisdiction include state-chartered 
credit unions and certain other entities that hold consumer transaction accounts.  

A transaction account is a deposit or other account from which the owner makes payments or transfers. 
Transaction accounts include checking accounts, negotiable order of withdrawal accounts, savings deposits 
subject to automatic transfers, and share draft accounts. 

A creditor is any entity that regularly extends, renews, or continues credit; any entity that regularly arranges 
for the extension, renewal, or continuation of credit; or any assignee of an original creditor who is involved in 
the decision to extend, renew, or continue credit. Accepting credit cards as a form of payment does not in and of 
itself make an entity a creditor. Creditors include finance companies, automobile dealers, mortgage brokers, 
utility companies, and telecommunications companies. Where non-profit and government entities defer payment 
for goods or services, they, too, are to be considered creditors. Most creditors, except for those regulated by the 
Federal bank regulatory agencies and the NCUA, come under the jurisdiction of the FTC. 

A covered account is an account used mostly for personal, family, or household purposes, and that involves 
multiple payments or transactions. Covered accounts include credit card accounts, mortgage loans, 
automobile loans, margin accounts, cell phone accounts, utility accounts, checking accounts, and savings 
accounts. A covered account is also an account for which there is a foreseeable risk of identity theft – for 
example, small business or sole proprietorship accounts. 
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CCoommppllyyiinngg  wwiitthh  tthhee  RReedd  FFllaaggss  RRuulleess  

Under the Red Flags Rules, financial institutions and creditors must develop a written program that identifies and 
detects the relevant warning signs – or “red flags” – of identity theft. These may include, for example, unusual 
account activity, fraud alerts on a consumer report, or attempted use of suspicious account application 
documents. The program must also describe appropriate responses that would prevent and mitigate the crime 
and detail a plan to update the program. The program must be managed by the Board of Directors or senior 
employees of the financial institution or creditor, include appropriate staff training, and provide for oversight of 
any service providers. 

HHooww  fflleexxiibbllee  aarree  tthhee  RReedd  FFllaaggss  RRuulleess??  

The Red Flags Rules provide all financial institutions and creditors the opportunity to design and implement a 
program that is appropriate to their size and complexity, as well as the nature of their operations. Guidelines 
issued by the FTC, the federal banking agencies, and the NCUA (ftc.gov/opa/2007/10/redflag.shtm) should be 
helpful in assisting covered entities in designing their programs. A supplement to the Guidelines identifies 26 
possible red flags. These red flags are not a checklist, but rather, are examples that financial institutions and 
creditors may want to use as a starting point. They fall into five categories:  

�   alerts, notifications, or warnings from a consumer reporting agency;  
 
�   suspicious documents;  
 
�   suspicious personally identifying information, such as a suspicious address;  
 
�   unusual use of – or suspicious activity relating to – a covered account; and  
 
�   notices from customers, victims of identity theft, law enforcement authorities, or other 

businesses about possible identity theft in connection with covered accounts.  
More detailed compliance guidance on the Red Flags Rules will be forthcoming. For questions 
about compliance with the Rules, you may contact RedFlags@ftc.gov.  

FFoorr  MMoorree  IInnffoorrmmaattiioonn  

The FTC works for the consumer to prevent fraudulent, deceptive, and unfair practices in the marketplace and to 
provide information to businesses to help them comply with the law. To file a complaint or to get free 
information on consumer issues, visit ftc.gov or call toll-free, 1-877-FTC-HELP (1-877-382-4357); TTY: 1-866-
653-4261. The FTC enters Internet, telemarketing, identity theft, and other fraud-related complaints into 
Consumer Sentinel, a secure online database available to hundreds of civil and criminal law enforcement 
agencies in the U.S. and abroad. 

Source:  Federal Trade Commission 
 
 

  
  
IIff  yyoouu  wwoouulldd  lliikkee  ttoo  rreecceeiivvee  oouurr  ccoommmmuunniiccaattiioonnss  vviiaa  ee--mmaaiill  pplleeaassee  ee--mmaaiill  yyoouurr  iinnffoorrmmaattiioonn  
ttoo  jjdduunnnn@@ssttoowweeaassssoocciiaatteess..ccoomm  oorr  ffaaxx  tthhiiss  ccoommpplleetteedd  ffoorrmm  ttoo  777700--993366--22663388..  
  
EE--MMaaiill  AAddddrreessss::  ______________________________________________________________________________________________________________________  
  
CCoommppaannyy  NNaammee::______________________________________________________________________________________________________________________  
  
 
If you would like to unsubscribe to future communications please fax this completed form back to 770-936-2638 
or send an e-mail to jdunn@stoweassociates.com. 
 
Name:____________________________________  Company:_______________________________________ 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


